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Trends

Supply Chain Compromise

Mandiant observed a significant rise in
supply chain compromises in general,
and in malicious software
dependencies and developer toolsin
particular, though use of this tactic
remains uncommon.

We identified several state-sponsored
incidents likely intended to support
strategic intelligence collection
missions. We attribute most observed
incidents to China.

Financially motivated incidents still
outpaced state-sponsored cases.

MANDIANT IDENTIFIED EVIDENCE OF

MORE SUPPLY CHAIN COMPROMISE
INCIDENTS IN 2022 THAN ANY YEAR

PREVIOUSLY EXAMINED, THOUGH USE l ‘_)
OF THIS TACTIC REMAINS UNCOMMON.
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INVOLVING DEVELOPER
TOOLS OR SOFTWARE
DEPENDENCIES ROSE
DRAMATICALLY.
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Mandiant identified state sponsored
incidents likely intended to support
strategic intelligence collection
missions. Most observed incidents
we attribute to CHINA
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Supply Chain Compromise Trends / Motivation

SUPPLY CHAIN COMPROMISES WITH SUSPECTED
;SOgFQ’OF;ZLY CHAIN COMPROMISES ESPIONAGE AND FINANCIAL MOTIVATIONS

20—

0 \_ ‘ ‘ ‘ ‘ ‘ | ‘ ‘ ‘ | 0 l |
2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022

e |ncidents

MANDIANT e= [Fspionage

e= Financial

MANDIANT



Third-Party Resources and
Developer Tools

e (Open-source software and code
packages as a cost-effective and
efficient way to build and
maintain their systems.

e Reliance on open-source code
also introduces an expansive
attack vector.

SUPPLY CHAIN COMPROMISES AFFECTING OPEN-SOURCE
LIBRARIES AND DEVELOPER TOOLS RISE DRAMATICALLY
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Supply chain compromises linked to state actors through September 2023

Motive

Espionage/Cyber Crime

Cyber Crime

Cyber Crime

Espionage/Cyber Crime

Espionage

Espionage

Suspected Sponsor

North Korea

North Korea

North Korea

North Korea

UNC4899

UNC4899

UNC4736

Lazarus Group

Possible UNC3569

TEMP.TICK (UNC135)

Trojanized Software

malicious npm packages

JumpCloud

3CX Desktop App,

X_TRADER

PyPI packages

Cobra DocGuard

legitimate tool installers

Malware

malicious payloads

malicious payloads

malicious payloads

malicious payloads

malicious payloads

"ShadowPy," "Netboty,"

"Ghostdown"
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https://advantage.mandiant.com/actors/threat-actor--9e6b1b9c-bc43-5c7b-a70e-23cbfe4b5bcf
https://advantage.mandiant.com/actors/threat-actor--9e6b1b9c-bc43-5c7b-a70e-23cbfe4b5bcf
https://advantage.mandiant.com/actors/threat-actor--cc72fc16-0b01-5d46-b36f-0c7f1b0c87e7
https://advantage.mandiant.com/actors/threat-actor--5abd6f35-ea2d-59a7-b1a2-30d9bd4d939d
https://advantage.mandiant.com/actors/threat-actor--e87f42de-7760-567f-be64-381cbcdd3009
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Significant Events 2023

During the past year, international law
enforcement operations have sought to
shut down or disrupt cyber criminal activity,
including the takedowns of Genesis Market,
QAKBOT malware infrastructure,
RAGNARLOCKER operations,
BreachForums marketplace, and the
HIVELOCKER ransomware service.

In addition to takedowns, there were
multiple arrests or arrest warrants issued
as well as sanctions that impacted
members of prominent operations
including individuals associated with
DOPPELPAYMER ransomware, broader
TRICKBOT operations, and several
ransomware operators in Ukraine.

3/31/2023
Microsoft, Fortra,
Health-ISAC announce
court order that

1/25/2023
FBI disrupts
HIVELOCKER
infrastructure
JAN FEB
2/9/2023
Treasury announce

sanction of seven
members of Trickbot
gang

2/28/2023
Europol targets several
individuals associated
with DOPPELPAYMER

operations

permits them to take

actions that mitigate
abuse of cracked

Cobalt Strike software

MAR APR

|

4/4/2023
Genesis Market
dismantled as part
of Operation Cookie
Monster

4/26/23
Google announces
civil action against

distribution clusters
that were delivering
CRYPTBOT

MAY

6/23/2023
FBI seize clear
web domain of
BreachForums

JUN

10/19/2023
Europol announces

seizure of

RAGNARLOCKER
infrastructure and
associated data

leak site

10/19/2023
The Central Bureau
Investigation
(CBI) of India,
with support from

8/29/2023
DOJ announce
disruption m
of QAKBOT
infrastructure
JUL AUG SEP
9/7/2023
US and UK law
enforcement

announce sanction

of eleven individuals
associated with
Trickbot group

Microsoft and
Amazonl announces

ultiple raids

of call centersin
cities across India.

ocT NOV

|

11/13/2023
Google announces
legal action against

two groups of
scammers, one
which ran Bard-
themed malvertising
campaigns.

1172172023
Europol arrest of
several ransomware
operators in Ukraine
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Webinjects Configuration Files

Malware families that added new trigger URLS, screenshots, and keywords in 2023

QAKBOT and URSNIF
= QAKBOT == URSNIF
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NON-DISTRIBUTION CLUSTERS
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Goal Summary
Exploit The threat actor gains access by exploitation of a vulnerability.

Phishing The threat actor gains access to the victim's environment by distributing malicious emails or SMS messages.

Web Compromise The threat actor gains access after the victim interacted with a compromised website.

Prior Compromise The threat actor uses access that we believe was obtained from a distinct entity and sold for a set price or as a percentage of the
monetization amount.

Social Media The threat actor gains access to a victim via interaction through a social media platform such as Facebook or LinkedIn.

Server Compromise The threat actor gains initial access via compromise of an internet-facing server.

INITIAL INTRUSION VECTORS END-STAGE GOALS

36.4% PHISHING

32.8% WEB COMPROMISE
17.4% EXPLOIT

7.5% PRIOR COMPROMISE
5.5% SOCIAL MEDIA

0.5% SERVERCOMPROMISE

55% ILLICIT ACCESS
32% DATA THEFT

8.2% EXTORTION

2.2% ALTER

1.5% FINANCIAL THEFT
0.7% DISRUPTION

MANDIANT

12



Ransomware Dwell Times

Change in Global Investigations
Involving Ransomware

23% — 18%

in 2021 in2022

Change in Global Median
Dwell Time - Ransomware

> —> 9

Daysin 2021 Daysin 2022

Change in Global Median
Dwell Time—Non-Ransomware

36 > 17

Daysin 2021 Daysin 2022
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Ransomware Campaigns

Continue to predominately
rely on commercially
available and legitimate
tools to facilitate their
operations.

Median number of days
between initial
compromise and
ransomware deployment
was five days.

30% of ransomware
incidents occurring within
one day of initial attacker
access.
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Ransomware and Data
Theft Extortion 2023

e FExtortionrevenue

estimates indicate
that this threat is
growingin 2023

2023 ransomware
incidents disrupted
physical mail delivery,
derivatives trading,
print and online news
production, flights,
hospitals, the food
supply, and schools.
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Notable Detection Data Relating to the Financial Sector in 2023

10
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MALWARE DETECTIONS

29.1%
23.2%
12.3%
9%
71.5%
4.9%
4.8%
3.9%
2.8%
2.5%

BEACON
FORMBOOK
LOKIBOT
VIDAR
SMOKELOADER
ICEDID
AGENTTESLA
NJRAT
URSNIF
RACCOON

Y/
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Top Vulnerabilities Leveraged in 2023 Campaigns

TOP VULNERABILITIES LEVERAGED IN 2023 CAMPAIGNS

B 26.80% PROGRESS
r B 29.41% CVE-2023-34362 B 21.65% MULTIPLE
B 11.76% CVE-2022-21587 B mn.34% ORACLE
= B 5.88% CVE-2023-3519 B 9.28% CITRIX
5.88% CVE-2023-20198 M 619% MICROSOFT
2 B 471% CVE-2022-47986 W a2z em
o 3.09% ADOBE
20 3.53% CVE-2023-27524 SO APREHE
W 3583% CVE-2023-4966 B 3.09% VERITAS & HITACHI
151 35.00% OTHER B 206% ATLASSIANCONFLUENCE
B 206% FORTRA
10 B 2.06% IVANTI
B 206% SOLARWINDS
5L B 1.03% FORTINET
: B 1.03% GIGABYTE
oL I I I ’__ l [ | B 103% JUETBRAINS
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Global Median Dwell Time

Change in Median Dwell Time

21 — 16
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Today's Threat Groups

2

Actlve FIN Groups

From These Geolocatlons
- Eastern Europe

= Mexico

5

Actlve FIN
Groups

Wiy

3500+

2022 Active 2022 Total Tracked Total Groups
Geolocations Activity Efforts

*Mandiant tracks Advanced Persistent Threat (APT)
groups 0-42. Over the years, APT 11and APT 13 were
merged into other groups and subsequently deprecated
resulting in 41 APT groups actively tracked by Mandiant.

B Newly Tracked Threat Groups

B Newly Tracked and Observed Threat Groups

Observed Threat Groups
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Top Industries Targeted

Response efforts for
government-related organizations
captured a quarter of all
investigations

This primarily reflects Mandiant’s
work in support of Ukraine

The next four most targeted
industries are consistent with
Mandiant’s observations over the
last two reporting periods

INDUSTRY

Government

Business and Professional
Financial

High Tech

Healthcare

Retail and Hospitality
Entertainment and Media
Construction and Engineers
Telecommunications

Transportation and Logistics

Education

Utilities

Nonprofit

Energy

=
=
=

24
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Percent of Investigations

3%

2%

2%

1%

1%

25%

20
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Adversary Mission Objectives

Data Theft

Extortion

Data Theft

Financial Gain

Ransomware

Financial Gain
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CHINESE CYBER ESPIONAGE DETECTION EVASION TACTICS INCLUDE

X X 4
XAX % %
1 [© = :
=) L=
EXPLOIT SECURITY AND USE BOTNETS TO TUNNEL MALICIOUS
NETWORKING DEVICES, OBFUSCATE TRAFFIC TRAFFIC INSIDE OF VICTIM
VIRTUALIZATION BETWEEN ATTACKER NETWORKS THROUGH
SOFTWARE AND VICTIM COMPROMISED SYSTEMS
MANDIAN T'J




Russia

The GRU’s Disruptive Playbook

Going for the GPO

Creating persistent,
privileged access from
which wipers can be
deployed using a
tried-and-true script

Living off the Land
Disrupt and Deny

Using pre-existing tools for
recon, lateral movement
and information theft on

target networks, aiming to

evade detection

Deploying “pure” wipers
and disruptive tools to fit
a variety of scenarios

Living on the Edge 2 4 T‘i'egraph'ffg
Success

Leveraging hard-to-detect

compromised edge

Amplifying the narrative
infrastructure to gain and of succegsful disruption
regain initial entry into via hacktivist personas,
targets regardless of the actual

impact of the operation
o=———————————
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North Korea

3CX software supply-chain compromise linked to Trading
Technologies software supply-chain compromise

In 2023, Mandiant investigated two North
Korean supply-chain compromises.

e |nMarch 2023, Mandiant responded to a
supply-chain compromise that affected 3CX
Desktop App software and involved exploitation
of a zero-day vulnerability, CVE-2023-29059.
During this response, Mandiant identified that
the initial compromise vector of 3CX's network
was via malicious software downloaded from the
Trading Technologies website.

e InJune, UNC4899 targeted a JumpCloud
developer with a spear phish, which allowed the
threat actor to conduct a supply-chain
compromise affecting multiple JumpCloud
customers.

{b Or} | » | Trading Technologies W
/' "\ X_TRADER ]
2 software package
UNC4736

5

3CX Desktop

pg

pp Victim Victim Victim

y | A
Victim Victim Victim MANDIANT
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Will Al Make the Cyber Threat Actor’s Job Easier, Better, and Faster?
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IMAGES VIDEO TEXT AUDIO
GAN-Generated Images Al-Generated Avatars LLMs Text-to-Voice Models
Text-to-Image Models Al-Manipulated Video Voice Cloning
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