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Supply Chain Compromise Trends
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● Mandiant observed a significant rise in 
supply chain compromises in general, 
and in malicious software 
dependencies and developer tools in 
particular, though use of this tactic 
remains uncommon.

● We identified several state-sponsored 
incidents likely intended to support 
strategic intelligence collection 
missions. We attribute most observed 
incidents to China.

● Financially motivated incidents still 
outpaced state-sponsored cases.

Supply Chain Compromise
Trends
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Supply Chain Compromise Trends / Motivation



©2023 Mandiant

● Open-source software and code 
packages as a cost-effective and 
efficient way to build and 
maintain their systems. 

● Reliance on open-source code 
also introduces an expansive 
attack vector.
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Third-Party Resources and 
Developer Tools



©2023 Mandiant 7

Supply chain compromises linked to state actors through September 2023

Motive Suspected Sponsor Actor Trojanized Software Malware

Espionage/Cyber Crime North Korea UNC4899 malicious npm packages malicious payloads

Cyber Crime North Korea UNC4899 JumpCloud malicious payloads

Cyber Crime North Korea UNC4736 3CX Desktop App, 

X_TRADER

malicious payloads

Espionage/Cyber Crime North Korea Lazarus Group PyPI packages malicious payloads

Espionage China  Possible UNC3569 Cobra DocGuard malicious payloads

Espionage China TEMP.TICK (UNC135) legitimate tool installers "ShadowPy," "Netboty," 

"Ghostdown"

https://advantage.mandiant.com/actors/threat-actor--9e6b1b9c-bc43-5c7b-a70e-23cbfe4b5bcf
https://advantage.mandiant.com/actors/threat-actor--9e6b1b9c-bc43-5c7b-a70e-23cbfe4b5bcf
https://advantage.mandiant.com/actors/threat-actor--cc72fc16-0b01-5d46-b36f-0c7f1b0c87e7
https://advantage.mandiant.com/actors/threat-actor--5abd6f35-ea2d-59a7-b1a2-30d9bd4d939d
https://advantage.mandiant.com/actors/threat-actor--e87f42de-7760-567f-be64-381cbcdd3009
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Cyber Crime Threats to the Financial Sector
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Significant Events 2023

● During the past year, international law 
enforcement operations have sought to 
shut down or disrupt cyber criminal activity, 
including the takedowns of Genesis Market, 
QAKBOT malware infrastructure, 
RAGNARLOCKER operations, 
BreachForums marketplace, and the 
HIVELOCKER ransomware service.

● In addition to takedowns, there were 
multiple arrests or arrest warrants issued 
as well as sanctions that impacted 
members of prominent operations 
including individuals associated with 
DOPPELPAYMER ransomware, broader 
TRICKBOT operations, and several 
ransomware operators in Ukraine.
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Webinjects Configuration Files
Malware families that added new trigger URLs, screenshots, and keywords in 2023
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Goal Summary

Exploit The threat actor gains access by exploitation of a vulnerability.

Phishing The threat actor gains access to the victim's environment by distributing malicious emails or SMS messages.

Web Compromise The threat actor gains access after the victim interacted with a compromised website.

Prior Compromise The threat actor uses access that we believe was obtained from a distinct entity and sold for a set price or as a percentage of the 
monetization amount.

Social Media The threat actor gains access to a victim via interaction through a social media platform such as Facebook or LinkedIn.

Server Compromise The threat actor gains initial access via compromise of an internet-facing server.
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Ransomware Dwell Times
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● Continue to predominately 
rely on commercially 
available and legitimate 
tools to facilitate their 
operations.

● Median number of days 
between initial 
compromise and 
ransomware deployment 
was five days.

● 30% of ransomware 
incidents occurring within 
one day of initial attacker 
access.
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Ransomware Campaigns
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● Extortion revenue 
estimates indicate 
that this threat is 
growing in 2023

● 2023 ransomware 
incidents disrupted 
physical mail delivery, 
derivatives trading, 
print and online news 
production, flights, 
hospitals, the food 
supply, and schools.
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Ransomware and Data 
Theft Extortion 2023
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Notable Detection Data Relating to the Financial Sector in 2023
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Top Vulnerabilities Leveraged in 2023 Campaigns
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Global Median Dwell Time
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Strategic Perspective: 2023 Trends, 
2024 Forecast
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Today’s Threat Groups 
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Top Industries Targeted

• Response efforts for 
government-related organizations 
captured a quarter of all 
investigations

• This primarily reflects Mandiant’s 
work in support of Ukraine

• The next four most targeted 
industries are consistent with 
Mandiant’s observations over the 
last two reporting periods



©2023 Mandiant 22

Adversary Mission Objectives

Data Theft Financial Gain
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The GRU’s Disruptive Playbook
Russia
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In 2023, Mandiant investigated two North 
Korean supply-chain compromises.
● In March 2023, Mandiant responded to a 

supply-chain compromise that affected 3CX 
Desktop App software and involved exploitation 
of a zero-day vulnerability, CVE-2023-29059. 
During this response, Mandiant identified that 
the initial compromise vector of 3CX's network 
was via malicious software downloaded from the 
Trading Technologies website.

● In June, UNC4899 targeted a JumpCloud 
developer with a spear phish, which allowed the 
threat actor to conduct a supply-chain 
compromise affecting multiple JumpCloud 
customers.
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3CX software supply-chain compromise linked to Trading 
Technologies software supply-chain compromise

North Korea
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Will AI Make the Cyber Threat Actor’s Job Easier, Better, and Faster?
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Thank You
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