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Cybersecurity Landscape
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Customer Data Breaches: Impact
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“I liken it to the very first aero-squadron, when they started with biplanes. We're at the threshold of a new era... we are not
exactly sure how combat in this new dimension of cyberspace will unfold. We only know we’re at the beginning.”

“Few if any contemporary computer security controls have prevented a red team from easily accessing any information sought.”

“The market does not work well enough to raise the security of computer systems at a rate fast enough to match the apparent
growth in threats to systems.”

“Computer intrusions, telecommunications targeting and intercept, and private-sector encryption weaknesses... account for the
largest portion of economic and industrial information lost by US corporations.”

“Espionage over networks can be cost-efficient, offer nearly immediate results, and target specific locations... and are
insulated from risks of internationally embarrassing incidents.”

“The almost obsessive persistence of serious penetrators is astonishing.”

“| almost feel like it's the early days of flight with the Wright brothers. First of all, you need to kind of figure out that domain, and
how are we going to operate and maintain within that domain. So | think it will take a period of time, and it's going to be
growing.”

- “Our red teams do get into most of the networks we target .”
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Why?

Why are you doing this?

Why are you changing?

No plan survives first contact with the enemy

1st vs 2nd vs 3rd vs 4th gen war

How does the board support the 1.9M members?

Use good examples from known good board members

Investment corporate governance -- how would you look to your own review?
What level of breach are you ok with?
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® THE DAILY HERALD
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Close-t1o-home

deaths 1

© 2019 SPLUNK INC.

© 2018 SPLUNK ING.

Splunk>listen to your data




© 2018 SPLUNK INC.

13&
J;'sﬁ
I ﬁ'_a"' R
ETP I
O 17 5322 107,
| ,
by T -1 2 "
ta - 'y
s, -1. -&_9 ez, 3'5?. FACEIBA=Y ok =
J;"huqaésf Sy, v . !;;in Ié] i) “Ger ”e‘cu,-,.-.r.vrdr":‘_hﬂx:,::;lL—g:n‘:!c:zr: BCrESnTear oy
az T . Ng Y 1815y, feay g ~nrEpi/iby S buttercwp- T, aoFac M=EUFERALORS L am]
obachartun.&em °uu'r CLr ;In 13:15?'13” -..-_(‘10"!-\(.11-.-.,1‘_: ep1e wITE 1.17 404 :'7 184 ’”’t.'.':::w-*"“"il'ifr‘in*"“ wiTe 1 htep
"‘m.:,E -’Ibn ,.”'Dﬂ 5”-’ntp¢'l'4322j“:155i . fPrl’-‘lt‘&uct 'sc';rln,ry_m-au1smﬁna1mm-~,u&5ur{;\1ﬁi\_”w“mn.._-. .:‘;11 e _.mw;{;l-;;;:_‘s,omn.w'! ¢=“"""L”':L—t'\-l cesnilELar
Ty Ch n P. "4 i/ ) Enfproduct_id=FL=-D5H-081&)S5ES51ONIDS yTp 1.1° X =suURPFRI _gotactis onFCat ]

I Utte, Mic, ey B comy, tl-0s 368 125 1, [O19linkiten_tamEsT- 68 5655 10NID=S055LIFFIADFES HITE b0 apary 10y theT sealt ng) . oE) "SeRr bt ST




—
=

Splunk > listen to your data’



© 2018 SPLUNK INC.

NIST Framework

Protect cpssscun

VERSION 1.1

Identify — Detect

Recover — Respond
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NIST Framework

Protect cpssscun

| VERSION 1.1

Identify — Detect

Recover — Respond
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Order of Operations Matter
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Security Efficacy Consequences
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Security Efficacy Answers
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Thank you

Joel Fulton, PhD eIl o
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