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Customer Data Breaches: Impact and Severity 
Increasing

2



© 2019 SPLUNK INC.

Slide 3



© 2019 SPLUNK INC.

“I liken it to the very first aero - squadron, when they started with biplanes. We’re at the threshold of a new era… we are not 
exactly sure how combat in this new dimension of cyberspace will unfold. We only know we’re at the beginning.” 

“Few if any contemporary computer security controls have prevented a red team from easily accessing any information sought.” 

“The market does not work well enough to raise the security of computer systems at a rate fast enough to match the apparent 
growth in threats to systems.” 

“Computer intrusions, telecommunications targeting and intercept, and private - sector encryption weaknesses… account for the 
largest portion of economic and industrial information lost by US corporations.”

“Espionage over networks can be cost-efficient, offer nearly immediate results, and target specific locations… and are 
 insulated from risks of internationally embarrassing incidents.” 

“The almost obsessive persistence of serious penetrators is astonishing.”

“I almost feel like it’s the early days of flight with the Wright brothers. First of all, you need to kind of figure out that domain, and 
how are we going to operate and maintain within that domain. So I think it will take a period of time, and it’s going to be 
growing.” 

“Our red teams do get into most of the networks we target .” 
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“I liken it to the very first aero - squadron, when they started with biplanes. We’re at the threshold of a new era… we are not 
exactly sure how combat in this new dimension of cyberspace will unfold. We only know we’re at the beginning.” - 1996

“Few if any contemporary computer security controls have prevented a red team from easily accessing any information sought.” 
- 1979

“The market does not work well enough to raise the security of computer systems at a rate fast enough to match the apparent 
growth in threats to systems.” - 1981

“Computer intrusions, telecommunications targeting and intercept, and private - sector encryption weaknesses… account for the 
largest portion of economic and industrial information lost by US corporations.” - 1995

“Espionage over networks can be cost - efficient, offer nearly immediate results, and target specific locations… and are 
insulated form risks of internationally embarrassing incidents.” - 1988

“The almost obsessive persistence of serious penetrators is astonishing.” - 1988

“I almost feel like it’s the early days of flight with the Wright brothers. First of all, you need to kind of figure out that do main, and 
how are we going to operate and maintain within that domain. So I think it will take a period of time, and it’s going to be 
growing.” - 2009

“Our red teams do get into most of the networks we target .” - 2008
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Why?
Why are you doing this?
Why are you changing?
No plan survives first contact with the enemy
1st vs 2nd vs 3rd vs 4th gen war
How does the board support the 1.9M members?
Use good examples from known good board members
Investment corporate governance -- how would you look to your own review?
What level of breach are you ok with?
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NIST Framework
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NIST Framework
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Order of Operations Matter
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Security Efficacy Consequences
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Security Efficacy Answers
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Strategy on a Napkin
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Thank you
Joel Fulton, PhD
CISO
jfulton@splunk.com
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