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c‘i‘wﬁm OVERVIEW OF THE RISK ASSESSMENT PROCESS

The Office of Audit Services’ risk assessment process begins with a general risk framework which
includes analyzing both internal and external risks, and extends to seeking input of the Board and
senior management, as well as considering various risk factors.
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OVERVIEW OF THE RISK ASSESSMENT PROCESS
(continued)

Risk Assessment

Seek Board and senior
management input on potential
risks and the level of importance

Review CalPERS Strategic Plan,
business area objectives, key
projects, functions, operation, and
other resources

Review Ethics Helpline tips
Review prior year audit results, past

financial statement and operation
summaries

External

* News and events

» Legislative and regulatory
changes

» Technology, business, and
economic changes

* Industry benchmark

e Public tips

Internal

CalPERS Strategic Plan
Business area objectives
Board and management input
Ethics Helpline tips
Enterprise risks

» Prior audits

» Business Partner data
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Compile and document
information obtained from Board and
management

Evaluate risk exposure relating to
organization’s governance,
operations, and information systems

Identify auditable entities for our audit
universe

Leverage risk assessment information
and analysis from ERMD

Map enterprise-wide high risk areas to
our existing universe

Apply risk factors below and score
each auditable entity

Risk Factors

* Adequacy and effectiveness of
controls

« Complexity of business activity

» Dollar size or transaction volume

e Board or management interest

« Results and time of previous audits

» Degree of changes in operations

» Sensitivity of application information

» Business Partner size

» Business Partner type

» Safety Coverage

» Super funded agencies

* Business partners with highly paid
employees

« High levels of special compensation

» Chartered cities

« Unused sick leave contract provision




Agenda ltem 5a — Attachment 2
Page 3 of 3

CAIWPE”RS OVERVIEW OF THE RISK ASSESSMENT PROCESS
(continued)

@

Risk Driven Audit Plan

« Develop complete listing of
prioritized internal audit focus
areas

» Present proposed audit plan to
the Risk and Audit Committee for
review and recommendation to

the Board of Administration
¢ Determine the risk driven

internal audit plan considering
factors such as management or
Board priorities, necessary
timing of audit activities to
coincide with the timing of the
auditable activity, maturity of an
area, and available audit
resources

* Obtain Risk and Audit
Committee approval

» Determine prioritization of
public agency reviews based
on risk ranking, timing,
emerging issues, and available
audit resources
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Please note risk assessment process is an ongoing activity. We continually reassess the
auditable entities and refresh our audit plan to respond to changing conditions as needed.



